@ [dentifying and

dealing with risks
early in development
lessens long-term
costs and helps
prevent software
disasters.

It is easy to begin
managing risks in

YOur environment.
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ike many fields in
their early stages, the sofrware field has
had its share of project disasters: the soft-
ware equivalents of the Beauvais Cathe-

dral, che HMS Titanic, and the “Gullop- | elements so people can ger these resolved

ing Gertie” Tacoma Narrows Bridge.
The frequency of these software-project
disasrers is a serious concermn: A recant
survey of 600 firms indicated that 33 per-
cent of them had at least one runaway
software project.’

Maost postmortems of these software-
project disasters have indicated thar their
problems would have been avoided or

strongly reduced if there had been an ex- |

plicit early concern with idenafving and
resolving their high-risk elements. Fre-
quently, these projects were sweprt along
by a ode of opamistic enthusiasm during
their zarly phases that caused them to

muss some clear signals ut'high-r'is’a-: 1s5ues

that proved to be their downfall later.
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Enthusiasm for new softwars capabil-
ides is a good thing. But it must be tem-
pered with a concern for early identfica-
don and resoludon of 2 project’s high-risk

early and then focus their enthustasm and
energy on the posidve aspects of their
product,

Current approaches to the software
process make it too easv for projects o
make high-risk commimments thar they
will later regrer:

# The sequendal, document-driven
waterfall process model tempes people o
overpromise software capabilioes in con-
macrually binding requirements specifi-
cadons before they understand their nsk
implicagons.

+ The code-driven, evolutonary de-
velopment process model tempis people to
say, “Here are some near ideas ['d like o
purineo this svstem. ['ll code them up, and
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if they don't fit other people’s ideas, we'll
just evolve things undl they work." This
sort of approach usually works fine in
some well-supported minidomains like
spreadsheer applicanons but, in more

complex applicadon domains, it most |

often creates or neglects unsalvageable
high-risk elements and leads the project
down the path to disaster.

Ar TRW and elsewhers, [ have had the
good forune to observe many project
managers at work firsthand and to oy o
understand and apply the factors that dis-
onguished the more successful project
managers from the less successful ones.
Some successfully used a waterfall ap-
proach, others successfully used an evolu-
uonary development approach, and sull
others successfully orchestrated complex
mixtures of these and other approaches in-
volving prototyping, simuladon, com-
mercial software, execumable specifica-
dons, tger teams, design compedtons,
subconracting, and various kinds of cost-
benefir analyses.

One pattern that emerged very
strongly was thar the successful project
managers were good rik mumagers. Al-
though they generally didn't use such
terms a5 “risk idenoficadgon,” “nsk assess-

ment," “risk-management planning,” or |

“risk monitoring,” they were using a gen-
eral concept of risk exposure (potendal
loss ames the probability of loss) w guide
their priorines and sctions. And their pro-
jects tended to avoid pitfalls and produce
good products.

The emerging discipline of software
risk management is an atempt to formal-
ize these risk-oriented correlares of success
into a readily applicable ser of princples

and practices. [ts objectives are to idenafy, |

address, and eliminate nsk items before
they become either threas w successful
software operadon or major sources of
sofoware rework.

BASIC CONCEPTS

Websters dicdonary defines “nisk” as |

“the possibility of loss or injury.” This def-
iigon can be manslated into the funda-
mental concept of risk management: nsk

exposure, sometmes also called “risk im- |

pact” ar “risk factor.” Risk exposure is de- :

fined by the relatonship
RE = P{UO) = L{UO)

where RE is the risk exposure, P(UQ) is

the probability of an unsadsfacrory out-
| come and L{UQ) is the loss to the partes
| affected if the outcome is unsadsfactory.

To relare this definiton to software pro-
| jecs, we need a definigon of “unsansfac-
tory outcome.”

Given that projects involve several
classes of pardeipants (customer, devel-
oper, user, and maintainer), each with dif-
ferent but highly imporant satsfacton
eriteria, it is clear that “unsadsfactory out-
come” is multidimensional:

+ For customers and developers,
budger overruns and schedule slips are
unsadsfactory,
|+ For users, products with the wrong
| Functonality, user-interface shordfalls,

performance shortfalls, or reliabilicy
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| investmentin the experiment.
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shortfalls are unsansfacrony.

+ For mainminers, poor-quality soft-
ware is unsadsfactory.

These components of an unsadsfac-
tory outcome provide a top-level checklist
for idendfying and assessing risk items.

A fundamental risk-analysis paradigm I
is the decision wee. Figure [ illustrates a
potentally nsky sitwaton involving the |
software conrrolling a satellite expen-
ment. The software has been under devel- |
opment by the experiment team, which
understands the experiment well butisin-
experienced in and somewhat casual abour
sofoware development. As a resulr, the sat-
ellite-pladorm manager has obtained an
estimate that there is a probabilicy P{UQ)
of 0.4 that the experimenters’ sofrware will
have a critical error: one thac will wipe our |
the entire experiment and cause an associ- |
ated loss L{UQ) of the toral $20 million

RGURE 1. DEQISION TREE FOR WHETHER TD PERADAM BDEPEMDENT VALIDATION AMD VERFICATION TO ELRANMATE
CRIMCAL ERROFS IN A SATELLITEEXPERIMENT PROGAAM. LILO| S THE LSS ASSDCIATED WITH AN URSATISFAC-
TORY DUTCOME . PILIOT S THE PROBARILITY OF THE UMNSATISFACTORY DUTCDWE . AND CE 15 A CRMICAL ERROR







